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JOB SHEET 1

Instalasi Wireshark

WORKSHOP REKAYASA TRAFIK

A. Pendahuluan

Wireshark merupakan aplikasi yang digunakan untuk
analisis lalu-lintas jaringan. Wireshark adalah tool yang
ditujukan untuk penganalisaan paket data jaringan. Wireshark
disebut juga network packet analyzer yang berfungsi memantau
paket pada jaringan dan menampilkan semua informasi secara
lengkap. Network packet analyzer sebagai alat untuk memeriksa,
memonitoring dan menganalisa paket yang terjadi di dalam
jaringan. Wireshark berperan untuk memecahkan
troubleshooting di jaringannya dan memeriksa keamanan

jaringan. Wireshark dapat membaca data secara langsung dari



wired maupun wireless. Wireshark aplikasi berbasis open-source

dan dapat digunakan untuk monitoring paket secraa real-time.

B. Alat dan Bahan

Alat dan bahan yang dibutuhkan pada Praktikum ini adalah:

(1) Laptop/PCdengan spesifikasi

a.

Windows 2000, XP Home, XP Pro, XP Tablet PC, XP
Media Center atau Server 2003 (XP Pro
direkomendasikan)

32-bit Pentium or alike (direkomendasikan: 400MHz atau
lebih tinggi), 64-bit processors in WoW64 emulation
128MB RAM memori sistem (direkomendasikan:
256MBytes atau lebih tinggi)

60MB disk space yang tersedia (plus size of user's
capture files, e.g. 100MB extra)

800*600 (1280*1024 atau direkomendasikan lebih tinggi)

resolusi minimal 256 colors

(2) Installer wireshark

(3) Jaringan Internet yang stabil



C. Langkah-langkah
Pada praktikum 1 Anda ditugaskan untuk mengintal aplikasi
wireshark sesuai dengan spesifikasi laptop yang ada gunakan.

Adapun cara instal software wireshark sebagai berikut:

(1) Download wireshark pada link berikut ini

https://www.wireshark.org/download.html. Pada link

tersebut telah disediakan beberapa jenis installer
yang berbeda versi yakni versi 32bit(x86), versi 64
bit (x64), versi Windows Portable Apps (64-bit),
versi Windows Portable Apps (32-bit), macOS Arm
64-bit.dmg dan macOS Intel 64-bit.dmg. Pilih sesuai
dengan spesifikasi laptop Anda. Di sini penulis
menggunakan Windows 11 64-bit.

= C & wireshark.org

ii Apps ™ Gmail

N
WIRESHARK NEWS

Download Wireshark
The current stable release of Wireshark is 3.6.5. It supersedes all previous releases. You can also download the

latest development release (3.7.0) and documentation.

& Windows Installer (64-bit)
Windows Installer (32-bit)
Windows PortableApps® (64-bit)
Windows PortableApps® (32-bit)
mac0S Arm 64-bit .dmg
macOS Intel 64-bit .dmg
Source Code

Gambar 1.1. Download Wireshark


https://www.wireshark.org/download.html

(2) Double  Klik  file tersebut untuk memulai

menjalankan proses installasinya.

B Name Date modified

B/ Wireshark-win64-3.6.5 5/21/2022 9:26 AM

File description: Wireshark installer for 64-bit Windows|
hark development team
.0
1/2022 9:24 AM

Gambar 1.2. File Wireshark

(3) Muncul tampilan Welcome to Wireshark, pilih “Next”, untuk
melanjutkan tahapan instalasi selanjutnya.

Welcome to Wireshark 3.6.5 64-bit
Setup

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Next' to continue.

Next > Cancel

- . far meeaa

Gambar 1.3. Tampilan awal instalasi wireshark
(4) Baca lisence agreement dan klik “Noted”



M Wireshark 3.6.5 64-bit Setup — X
License Agreement
Please review the license terms before installing Wireshark 3.6.5 64-bit. @‘

Wireshark is distributed under the GNU General Public License.

his text consists of three parts:

Part I: Some remarks regarding the license given in I
Part II: The actual license that covers Wireshark.
Part 1T1: Other applicable licenses.

\When in doubt: Part TI/111 is the legally binding part, Part T is just
there to make it easier for people that are not familiar with the GPLv2.

This is not an end user license agreement (EULA). It is provided here for informational

purposes only.

Gambar 1.4. Lisence agreement

(5) Pilih  kompenen yang akan diinstal (default
disarankan) dan klik next. Berikut penjelasan
masing-masing komponen:

a) Wireshark : aplikasi yang digunakan untuk analisis

protocol jaringan
b) TShark : bentuknya berupa command pada wireshark
c) Plugins & extension : fitur tambahan

e Dissector Plugins

e Tree Statistics Plugins

e Mate - Meta Analysis and Tracing Engine

e SNMP MIBs

d) Tools : command line tambahan yang bekerja dengan

capture files



e Editcap - Reads a capture file and writes some or all of

the packets into another capture file.

e Text2Pcap - Reads in an ASCII hex dump and writes

the data into a pcap capture file.
¢ Reordercap - Reorders a capture file by timestamp.

e Mergecap - Combines multiple saved capture files into a

single output file.
e Capinfos - Provides information on capture files.

e Rawshark - Raw packet filter.
‘ Wiresha-rk-3.6.5 64-bit Setup ) - x

X
Choose Components
Choose which features of Wireshark 3.6.5 64-bit you want to install. @

The following components are available for installation. |

Select components to install: Bl \Wireshark
[ TShark
[ Plugins & Extensions |
+H Tools
~[¥] Documentation

Description
Space required: 224.3 MB

< Back Cancel

Gambar 1.5. Pilih Komponen

(6) Pada “additional tasks” pilih shortcuts yang ingin
ditampilkan dan pada file extensions pilih
associate trace file extensions to wireshark. Klik
next



{ M Wireshark 3.6.5 64-bit Setup - X

Additional Tasks
Create shortcuts and associate file extensions. g

Create Shortcuts

& Wireshark Start Menu Item
[ ] Wireshark Desktop Icon
B Wireshark Quick Launch Icon
Associate File Extensions
B Associate trace file extensions with Wireshark
Extensions include 5vw, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, lcap,

mplog, ntar, out, pcap, pcapna, pklg, pkt, if5, snoop, syc, tpe, trl, trace, trc,
VWI, WpC, and wpz.

Cancel

Gambar 1.6. Pilih Komponen
(7) Pilih lokasi yang diinginkan lalu klik next

M Wireshark 3.6.5 64-bit Setup —

Choose Install Location
Choose the folder in which to install Wireshark 3.6.5 64-bit.

Choose a directory in which to install Wireshark.

Destination Folder

C:\Program Files\Wireshar| Browse... !

Space required: 224.3 MB

Space available: 162.9 GB l

< Back Cancel
Gambar 1.7. Pilih Lokasi

(8) Pada “packet capture”, pastikan centang install
Wincap 1.55 Ini dibutuhkan untuk capture trafik
secara real-time pada wireshark. Klik next.



M Wireshark 3.6.5 64-bit Setup — X
Packet Capture
Wireshark requires either Npcap or WinPcap to capture live network data. g
Currently installed Npcap or WinPcap version

Install
B nstall Npcap 1.55
(Use Add/Remaove Programs first to uninstall any undetected old Npcap or WinPcap

Important notice
If your system has crashed during a Wireshark installation, you must run the command
'net stop npcap’ as Administrator before upgrading Npcap, so that it doesn't crash again

Get WinPcap
Learn more about Npcap and WinPcap

< Back Cancel

Gambar 1.8. Instal Wincap

(9) Pada “USB capture” centang install USBcap 1.55
Ini dibutuhkan untuk capture trafik dari USB,
misalkan dari USB ke RJ45 ethernet adapter

‘ Wireshark 3.6.5 64-bit Setup

USHStapture

U p is required to capture USB traffic. Should USBPcap be installed
(experimental)?

A

Currently installed USBPcap version

Install
B install USBPcap 1.5.4.0:
(Use Add/Remave Programs first to uninstall any undetected old USBPcap versions)

Important notice
In case of issue after installation, please use the system restore poif@reated or read
https://github.com/desowin/usbpcap/issues/3

Learn more about USBPcap

< Back Install Cancel

Gambar 1.9. Instal USBPcap



(10) Proses Instalasi

M Wireshark 3.6.5 64-bit Setup

Installing

Please wait while Wireshark 3.6.5 64-bit is being installed.

Extract: vc_redist.x64.exe... 24%

Extract: wka

Extract: services

Extract: pdml2html.xsl
Extract: ws.css

Extract: wireshark.html
Extract: wireshark-filter_html
Extract: dumpcap.exe
Extract: dumpcap.html
Extract: extcap.html

Extract: ipmap.html

Extract: vc_redist.x64.exe... 24%

Wireshark® Installer

< Back Next > Cancel
Gambar 1.10. Instalasi
(11) Saat proses instalasi akan diinterupsi oleh

instalasi WinPcap 1.55 Klik | agree pada tampilan

berikut

(37 Npcap 1.

55 Setup =

Press Page Down to see the rest of the agreement.

Please review the license terms before installing Npcap 1.55.

INPCAP COPYRIGHT / END USER LICENSE AGREEMENT

reserved.

If you accept the terms of the agreement, dick I Agree to continue, You must accept the

agreement to install Npcap 1.55.

Npcap is a Windows packet sniffing driver and library and is copyright
(c) 2013-2021 by Insecure.Com LLC ("The Nmap Project”). All rights

Even though Npcap source code is publicly available for review, itis
not open source software and may not be redistributed without specal
permission from the Nmap Project. The standard version is also

limited to installation on five systems. We fund the Npcap project by

Cancel

Gambar 1.11. Instalasi Npcap
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(12) Pilihan instalasi

| £37 Npcap 1.55 Setup - x|

Installation Options
Please review the following options before installing Npcap 1.55

() Restrict Npcap driver's access to Administrators only

(") install Npcap in WinPcap API-compatible Mode

i

i < Back [ Install Cancel

Gambar 1.12. Pilihan instalasi Winpcap

(13) Proses Instalasi

| {37 Npcap 1.55 Setup _

Installing
’ Please wait while Npcap 1.55 is being installed.

NMAF. ORG

Clearing Npcap entries from driver store

[1=1]
o
T
!

Gambar 1.13. Instalasi Winpcap



(14) Setelah completed, klik next

| £57 Npcap 1.55 Setup —

Installation Complete
. Setup was completed successfully.
NMEF. ORG
Completed
Show details

Gambar 1.14. Instalasi sukses
(15) Klik finish

| {37 Npcap 1.55 Setup —
Finished
Thank you for installing Npcap

Npcap has been installed on your computer.

Click Finish to dose this wizard.

Gambar 1.10. Instalasi Npcap selesai

11
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(16)

agree” dan Kklik next untul proses selanjutnya

(17)

Proses Instalasi driver USBPcap. Klik I

ﬂ USBPcap 1.5.4.0 Setup: License Agreement == X

il USBPcap Driver license

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991 l

Copyright (C) 1989, 1991 Free Software Foundation, Inc.,
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is pemitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble
The licenses for most software are designed to take away your

Cm e deee b o med alemeee 3 M et e e AN P el L L

[V i accept the terms of the License Agreement:

Cancel | Nullsoft Install System v3,05 Next >

Gambar 1.16. Driver USBPcap
Pada USBPcapCMD license klik next

—
ﬁl USBPcap 1.5.4.0 Setup: License Agreement - X

él USBPcapCMD license

Copyright (c) 2013-2020. Tomasz Mon
All rights reserved.

Redistribution and use in source and binary forms, with or without modification.
|are permitted provided that the following condtions are met:

Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list
of condttions and the following disclaimer in the documentation and/or other
Imden'als provided with the distribution.

v i accept the tems of the License Agreement!

Cancel I Mullsoft Install System w3.05 4 Qadt || Next > I

Gambar 1.17. USBPcapCMD license agreement



(18) Pilihan Instalasi, klik next

—
ﬁl USBPcap 1.5.4.0 Setup: Installation Options — X

Check the components you want to install and uncheck the components
you don't want to install. Click Next to continue.

Select the type of install: -
Or, select the optional [] USBPcap Driver
components you wish toinstall: |3 ysgpcapcMp

Detect USE 3.0

Space required: 490.0 KB

Cancel I Mullsoft Install System w3.05 < Qadt || Next > I

be.

Gambar 1.18. Tipe Instalasi

(19) Pilihan tempat instalasi, klik install

—
ﬁl USBPcap 1.5.4.0 Setup: Installation Folder — X

Setup will install USBPcap 1.5.4.0 in the following folder, To install in a

different folder, dick Browse and select another folder. Click Install to start

the installation.
Destination Folder
‘ [c: \Program Files\UsePcap) Browse... | ‘

Space required: 430.0 KB
Space available: 162.7 GB

b

Cancel I Mullsoft Install System w3.05 < Qadt || [nstal I

Gambar 1.19. Lokasi instalasi

13
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(20) Proses Instalasi selesai

j_‘EJ USBPcap 1.5.4.0 Setup: Completed —

Completed

ol VL]

Show details

|

E——— — —

Gambar 1.20. Instalasi Selesai

(21) Pada completing Wireshark bit setup pilih
reboot now atau reboot manual. Klik finish

| # Wireshark 3.6.5 64-bit Setup —

Completing Wireshark 3.6.5 64-bit
Setup

Your computer must be restarted in order to complete the
installation of Wireshark 3.6.5 64-bit. Do you want to reboot
now?

()1 want to manually reboot later

< Back FEinish Cancel

Gambar 1.10. Instalasi wireshark selesai



3)
4)
5)

SOAL-SOAL

Sebutkan fungsi aplikasi wireshark!

Jelaskan keuntungan dan kekurangan menggunakan aplikasi
wireshark!

Apa fungsi Npcap pada tahapan instalasi di atas?
Jelaskan kegunaan USBPcap pada wireshark!
Jelaskan perbedaan Npcap dan USBPcap!

15
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JOB SHEET 2

Pengenalan Wireshark

WORKSHOP REKAYASA TRAFIK

A. Pendahuluan

Tampilan utama di aplikasi wireshark

M wiE (=] x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Adm i ® IRE Re=EFLI = Qaan

L] t 3 -]+

No. Time Source Destination Protocol  Length Info.
110 9.867234 192.168.2.159 172.217.184.132 TCp 54 54592 + 443 [ACK] Seq=2 Ack=2 Win=511 Len=@ L
111 9.069088 192.168.2.159 35.244.0.258 Tcp 54 54506 + 443 [FIN, ACK] Seq=1 Ack=1 Win=512 Len=8 ——
112 9.15861@ 35.244.0.250 192.168.2.159 TLSv1.2 85 Encrypted Alert

113 9.158610

192.168.2.159 TCP 60 443 - 54596 [FIN, ACK] Seq=32 Ack=2 Win=5@1 Len=6——
8 3 + 443 [RST, l

68 ARP Announcement for 192.168.2.176 =

114 9. 6
115 11.487365

©0:46:28:12:74:d8  Broadcast ARP

Frame 1: 250 bytes on wire (2000 bits), 256 bytes captured (2060 bits) on interface \Dewice\NPF_{8371BCAB-759C-4386-B91E-F20349F79
Ethernet II, Src: Be:c2:d9:5b:96:34 (Be:c2:d9:5b:96:34), Dst: IntelCor_41:ec:bd (cB:b8:83:41:ec:bd)

Internet Protocal Version 4, Src: 192.168.2.186, Dst: 224.8.8.251

User Datagram Protocol, Src Port: 5353, Dst Port: 5353

Multicast Domain Name System (response)

€@ bE B3 41 ec bE Be ¢2 d9 Sb 96 34 @8 B8 45 B8 A (4 E
88 ec 0B 87 8@ @8 £f 11 86 Ob c@ a8 82 ba ed 88

88 fb 14 €2 14 e9 BB d8

£3 £0 80 00 84 68 80 08

82 A2 60 90 02 @3 81 45 @1 35 81 38 A1 38 91 46 E -9:-8.8F
@1 43 01 44 21 30 01 32 @1 32 81 42 21 43 @1 32 c-D-@-2 -BBC-2
@1 38 01 43 21 31 o1 32 @1 30 21 32 @1 30 @1 38 8.C-1-0 -92.0.0-9
@1 30 o1 3@ @1 30 o1 3@ @1 30 21 32 @1 30 @1 30 @000 9029
@1 3% @1 45 @1 46 03 69 7@ 36 B4 &1 72 70 61 @@ 8-E-F-i pé-arna
Pada aplikasi wireshark terdiri dari beberapa menu, diantaranya:

a) File: Menu ini berisi item untuk membuka dan menggabungkan
file capture, menyimpan atau mencetak atau mengekspor
capture file secara keseluruhan atau sebagian, dan untuk keluar
dari Wireshark

19
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M ~wiFi

File

Edit View Go Capture Analyze
Open Ctrl+O
Open Recent
Merge...

Import from Hex Dump...

Close Ctrl+W
Save Ctrl+S

Save As... Ctrl+Shift+S
File Set

Export Specified Packets...

Export Packet Dissections
Export Packet Bytes...
Export PDUs to File...
Export TLS Session Keys...
Export Objects

Print...

Quit

Ctrl+Shift+X

Ctrl+P

Ctrl+Q

»

St




b) Edit: Menu ini berisi item untuk find a packet, referensi waktu

atau menandai satu atau lebih paket, atur preferensi Anda, (cut,

copy, and paste saat ini tidak diterapkan). Terdapat variasi

pilihan export dari specified packet sampai export object.

M WiFi

File  Edit

r|
0= S

No.

Ft
El
Ir

M

oeeE

View Go Capture Analyze Statistics
Copy ’
Find Packet... Ctrl+F
Find Next Ctrl+N
Find Previous Ctrl+B
Mark/Unmark Packet Ctrl+M
Mark All Displayed Ctrl+Shift+M
Unmark All Displayed Ctrl+Alt+M
Next Mark Ctrl+Shift+N
Previous Mark Ctrl+Shift+B
Ignore/Unignore Packet Ctrl+D
Ignore All Displayed Ctrl+Shift+D
Unignore All Displayed Ctrl+Alt+D
Set/Unset Time Reference Ctrl+T
Unset All Time References Ctrl+Alt+T
Next Time Reference Ctri+Alt+N
Previous Time Reference Ctrl+Alt+B
Time Shift... Ctrl+Shift+T
Packet Comments 4
Delete All Packet Comments
Configuration Profiles... Ctrl+Shift+A
Preferences... Ctrl+Shift+P

c) View: Menu ini mengontrol tampilan data yang diambil,

termasuk pewarnaan paket, memperbesar font, menampilkan

paket di jendela terpisah, mengetahui detail paket yang juga

tersedia pintasan tombol pada keyboard, untuk mempercepat

dalam menjalankan aplikasi

21
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Mwa ' Main Toolbar
File Edit View o fier Toolbar

Am @ ¥ Status Bar

W | Apply a display filt Full Screen

No. Time

110 9.8672 v Packet List

~ Packet Details

112 9.1585 “ PacketBytes
Packet Diagram

Time Display Format

115 11.487
—

Name Resolution
Frame 1: 250
> Ethernet II,
Internet Proi Expand Subtrees

Zoom

» User Datagrar Collapse Subtrees

> Multicast Dor Expand All
Collapse All

— = Colorize Packet List

€0 b8 83 Coloring Rules...
09 ec 90
fb 14
02 @a

Colorize Conversation

Reset Layout
Resize Columns.

Internals

Show Packet in New Window

Reload as File Format/Capture
Q Reload

F11

Shift+Right
Shift+Left
Ctrl+Right
Ctri+Left

>

Ctrl+Shift+W
Ctrl+Shift+R

Ctrl+Shift+F
Ctrl+R

d) Go: Menu ini berisi item untuk menuju ke paket tertentu.

M Wi

File Edit View Go Capture Analyze Statistics Telephony Wirele
Adm1® =E Go to Packet... Ctrl+G

A | Apply a display filt Go to Linked Packet

110 9.0672

112 9.1586

No. Time = Next Packet Ctrl+Down
Previous Packet Ctrl+Up
@ First Packet Ctrl+Home

Last Packet Ctrl+End
=5 Next Packet in Conversation Ctrl+.
115 11.407 @5 previous Packet in Conversation Ctrl+,
. Frame 1: 250 Next Packet In History Alt+Right
> Ethernet II, “ Previous Packet In History Alt+Left

> Internet Proil —
> User Datagrar —=

Auto Scroll in Live Capture

e) Capture: Menu ini untuk memulai dan menghentikan capture

dan mengedit filter capture.

M wi-Fi
File Edit View Go

Capture  Analyze  Statistics  Tele}

A m7® [7] @ options... Ctrl+K

I Apply a display filter ...

No. Time
110 9.067234

112 9.158610

A start Ctrl+E
W Stop Ctrl+E
i Restart Ctrl+R
Capture Filters...
Refresh Interfaces F5




f) Analyze: Menu ini berisi item untuk memanipulasi filter

tampilan, mengaktifkan atau menonaktifkan dissection of

protocols, konfigurasikan decode yang ditentukan pengguna

dan mengikuti aliran TCP.

A wiFi
File Edit View Go

Capture

A mge BRG

[wlﬁ;\ivl. a display filter <Ctrl-,

No. Time Source
110 9.067234 1921
111 9.069088 192.1
112 9.158610 35.24
113 9.158610 35.24
114 9.158696 192.
115 11.407365 00:4€

Frame 1: 250 bytes on wir
Ethernet II, Src: 8e:c2:d
Internet Protocol Version
User Datagram Protocol, S
Multicast Domain Name Sys

Display Filters...
Display Filter Macros...
Display Filter Expression...

Apply as Column
Apply as Filter
Prepare as Filter

Conversation Filter

Enabled Protocols...
Decode As...
Reload Lua Plugins

SCTP
Follow

Show Packet Bytes

Expert Information

Analyze Statistics Telephony Wireless

Ctrl+Shift+l
»
»

»

Ctrl+Shift+E
Ctrl+Shift+U
Ctrl+Shift+L

o

4 .

»

Ctrl+Shift+O

g) Statistics: Menu ini berisi menu-item untuk menampilkan

berbagai jendela statistik, termasuk paket yang telah dicapture,

menampilkan statistik hirarki protokol dan lebih banyak lagi

23
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Capture File Properties Ctrl+Alt+Shift+C F5
Resolved Addresses
Protocol Hierarchy
Conversations
Endpoints

Packet Lengths

1/Q Graphs

Service Response Time

DHCP (BOOTP) Statistics

NetPerfMeter Statistics

ONC-RPC Programs

29West »
ANCP

BACnet 4
Collectd

DNS

Flow Graph

HART-IP

HPFEEDS

HTTP 4
HTTP2

Sametime

TCP Stream Graphs 4
UDP Multicast Streams

Reliable Server Pooling (RSerPool) >

IPv4 Statistics
IPv6 Statistics

h) Help: Menu ini berisi item untuk membantu pengguna, seperti

akses ke halaman manual dan akses online ke beberapa

halaman web
M Wik
File Edit View Go Capture Analyze Statistics Telephony Wireless

Tools

dmi® " DROG AIe=>ZFLI = QAQ_{ET
[i | Apply a display filter ... <Ctrl-/>
No. Time Source Destination

110 9.0967234 192.168.2.159

112 9.158618

35.244.0.258

35.244.0.250
Broadcast

192.168.2.159
00:46:a8:12:74:d0

114 9.158696
115 11.407365

172.217.194.132

192.168.2.159

Help

Contents
Manual pages

proto M Website

TCP

> Frame 1: 25@ bytes on wire (2@@@ bits), 250 bytes captured (2000 b
> Ethernet II, Src: 8e:c2:d9:5b:96:34 (8e:c2:d9:5b:96:34), Dst: Inte
> Internet Protocol Version 4, Src: 192.168.2.186, Dst: 224.0.6.251

FAQs

H Ask Qe
TLSv

Downloads

Lol £ wiki
ARP

Sample Captures
Check for Updates...

About Wireshark

F1




B. Alat dan Bahan

Alat dan bahan yang dibutuhkan pada Praktikum ini adalah:

(1) Laptop/PCdengan spesifikasi

a.

Windows 2000, XP Home, XP Pro, XP Tablet PC, XP
Media Center atau Server 2003 (XP Pro
direkomendasikan)

32-bit Pentium or alike (direkomendasikan: 400MHz atau
lebih tinggi), 64-bit processors in WoW64 emulation
128MB RAM memori sistem (direkomendasikan:
256MBytes atau lebih tinggi)

60MB disk space yang tersedia (plus size of user's
capture files, e.g. 100MB extra)

800*600 (1280*1024 atau direkomendasikan lebih tinggi)

resolusi minimal 256 colors

(2) aplikasi wireshark

(3) Jaringan Internet yang stabil
C. Langkah-Langkah

(1) Bukalah wireshark. Dan mulai mengcapture paket data

dengan memilih Capture lalu Options. Kemudian klik Wi-
Fi dan klik start
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I — x

Input  Output  Options

Interface Traffic Link-layer Header Promi: Snaplen | Buffer (M Monit: Capture Filter
Local Area Connection” 12 Ethernet L default 2
Local Area Connection® 11 Ethernet B default 2
Local Area Connection” 8 R Ethernet L default 2
Bluetooth Network Connection ___ Ethemat B default 2
wew o T | Ethemat 8 defaut 2
Local Area Connection® 1 Ethernet B default 2
Adapter for loopback traffic capture BSD loopback a default 2
8 Enable promiscuous mode on al interfaces Manage Interfaces
Capture fiter for selected interfaces; [ [ Ener a capture fiter -] Compile BPFE
Start Close Help
ol Capturing fiom wi-F =D X
file Edit Miew Go Capture Anahze Statistics Telephony Wireless Tools Help
ma e R Res=FgI =Eaaanl
L rosty a display iter <o ]+
Na. Time Source Destination Promeol  Length Infa
320 55,887728 192.168.2.159 35.186.224.25 QUIC 75 Protected Payload (KPB), DCID=8526381e26db2285
330 55.888030 192.168.2.159 35.186.224.25 qQuIc 75 Protected Payload (KP@), DCID-0526381e26db2285
331 55.941178 35.186.224.25 192.168.2.159 QuIC 763 Protected Payload (KP@)
332 55.941874 192.168.2.159 35.186.224.25 QuIc 77 Protected Payload (KPO), DCID=0526381e26db2285
333 55,973988 192.168.2.159 35.186.224.25 QUIC 544 Protected Payload (KPB), DCID=8526381e26db2285 1

Frame 1: 6@ bytes on wire (488 bits), 68 bytes captured (438 bits) on interface \Device\WPF_{8971BCAB-753C-4386-B91E-F28349F79F2A},|
Ethernet II, Src: Routerbo_Bf:d5:9a (c4:ad:34:8f:d5:%a), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Address Resolution Protocol (request)

FF FF £F £f Ff £f c4 ad 34 BF d5 9a 0B 06 09 01 4
o010 08 00 o6 04 00 o1 EIECIIELIIEERD o a8 02 o1 . 4]
90 66 00 90 BB 90 c aE B2 11 29 BO B0 00 @9 Be -

89 6@ P9 @0 PP 00 98 B0 B 00 84 B0

(3) Buka browser Anda (wiresharks tetap running), ketikkan
pada search engine di browser :

http://gaia.cs.umass.edu/wireshark-labs/INTRO-wireshark-
filel.html

Setelah muncul tampilan pada browser kemudian stop
wireshark, Capture | Stop. Perhatikan pada bagian Protocol, ada

banyak protocol yang ditampilkan.


http://gaia.cs.umass.edu/wireshark-labs/INTRO-wireshark-file1.html
http://gaia.cs.umass.edu/wireshark-labs/INTRO-wireshark-file1.html

(4) Untuk memfilter hanya protocol http saja yang ditampilkan

lakukan filtering seperti berikut :

r 5 I
File Edit View Go Capture Analyze Statistics Telephony Wireless Toals Help
dmi@ "ARBlRes=FTLI =S QGANT
[ Thitn -]+
MNo. Time Source Destination Protocol  Length Info
- 174 24.773203 192.168.2.159 128.119.245.12 HTTP 531 GET /wireshark-labs/INTRO-wireshark-filel.html HTTP/1.]
[+ 180 25.0908143 128.119.245.12 192.168.2.159 HTTP 492 HTTP/1.1 208 OK (text/html)

183 25.405656 192.168.2.159 128.119.245.12 HTTP 477 GET /favicon.ico WTTP/1.1

184 25.704708 128.119.245.12 192.168.2.159 HTTP 538 HTTP/1.1 484 Not Found (text/html)

Frame 174: 531 bytes on wire (4248 bits), 531 bytes captured (4248 bits) on interface \Device\NPF_{B971BCAB-759C-4386-B91E-F28349F7

Ethernet II, Src: IntelCor_#1:ec:bS (c@:b8:83:41:e
Internet Protocol Version 4, Src: 192.168.2.159, Dst: 128.119.245.12

Transmission Control Protocol, Src Port: 65864, Dst Port: 88, Seq: 1, Ack: 1, Len: 477
Hypertext Transfer Protecol

:b8), Dst: Routerbo_8f:dS:9a (cd:ad:34:8f:d5:9a)

c4 ad 34 8 d5 9a c@ b® 83 41 ec b3 88 00 45 8O a A
62 85 93 d1 48 00 88 @6 88 08 c@ a8 82 OF 8 77 @ W
£5 Bc fe 28 BB 50 33 72 91 Ge 99 <5 7f 00 50 18 (-P3r P
©2 80 3a ¢3 02 00 47 45 54 20 2f 77 69 72 65 73 1o GE T jwires

68 61 72 6b 2d 6c 61 62 73 2f 49 de 54 52 4F 2d  hark-lab s/INTRO-
77 69 72 65 73 68 61 72 6b 2d 66 69 6c 65 31 2  wireshar k-filel.
68 74 6d 6¢ 20 48 54 54 58 2f 31 Je 31 @d @a 48 html HTT P/1.1-H
&F 73 74 3a 20 67 61 60 61 Je 63 73 2e 75 6d 61 ost: gai a.cs.uma
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SOAL-SOAL

1) Sebutkan fungsi menu-menu pada aplikasi wireshark!
2) Jelaskan informasi yang dikandung pada:

a) Ethernet frame
b) IP datagram

c) TCP segment
d)HTTP message

e) UDP
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JOB SHEET 3

Analisis QoS: Packet Loss pada
Wireshark

WORKSHOP REKAYASA TRAFIK

A. Pendahuluan

Quality of Service (QoS) atau kualitas layanan
merupakan metode pengukuran tentang seberapa baik jaringan
dan merupakan suatu usaha untuk mendefinisikan karakteristik
dan sifat dari satu servis. mengacu pada teknologi yang
mengelola lalu lintas data untuk mengurangi packet loss
(kehilangan paket), latency, dan jitter pada jaringan. QoS
mengontrol dan mengelola sumber daya jaringan dengan

menetapkan prioritas untuk tipe data tertentu pada jaringan.
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Packet loss adalah banyaknya paket yang gagal
mencapai tempat tujuan paket. Standar kategori packet loss

menurut TIPHON sebagai berikut:

Tabel 4.1 Standar Nilai packet loss (TIPHON)

Kategori Besar Indeks
Sangat Bagus 0% 4
Bagus 3% 3
Sedang 15% 2
Jelek 25% 1

Persamaan perhitungan packet loss :

paket dikirim — paket diterima
Packet loss = 100%
aciket toss = paket dikirim X °

B. Alat dan Bahan
Alat dan bahan yang dibutuhkan pada Praktikum ini adalah:

(1) Laptop/PCdengan spesifikasi
a. Windows 2000, XP Home, XP Pro, XP Tablet PC, XP
Media Center atau Server 2003 (XP Pro
direkomendasikan)
b. 32-bit Pentium or alike (direkomendasikan: 400MHz atau

lebih tinggi), 64-bit processors in WoW64 emulation



c. 128MB RAM memori sistem (direkomendasikan:
256MBytes atau lebih tinggi)
d. 60MB disk space yang tersedia (plus size of user's
capture files, e.g. 100MB extra)
e. 800*600 (1280*1024 atau direkomendasikan lebih tinggi)
resolusi minimal 256 colors
(2) Aplikasi wireshark
(3) Jaringan Internet yang stabil
C. Langkah-Langkah
Hitunglah dan analisis pengaruh packet loss pada pengiriman
data untuk video streaming melalui aplikasi wireshark!
Pengukuran packet loss digunakan untuk mengetahui prosentase
banyak paket yang gagal dikirim dari source ke destination.
Berikut merupakan langkah-langkah menghitung packet loss
melalui software wireshark :
1. Pastikan laptop Anda mempunyai koneksi internet,

ditunjukkan dengan grafik pada aplikasi wireshark
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ol The Wirsshark Network Anslyzer a x
File Edit View Go GCapture Analyze Statistics Telephony Wireless Tools Help
dm @® XE 8 SI=Elaaq

LI 5.

Welcome to Wireshark
Capture

using this filter: Enter a capture filte ~ | All interfaces shown ¥

| Local Area Connection® 12
Local Area Connection® 11
Local Area Connection” 8
Bluetooth Network Connection
Wi-Fi
Local Area Connection® 2

IHI]

Local Area Connection® 1
Adapter for loopback traffic capture _n A

Learn
User's Guide - Wiki * Questions and Answers * Mailing Lists
You are running Wireshark 3.6.5 (v3.6.5-0-g21f79ddbefbd). You receive automatic updates.

Ready to load or capture No Packets Profile: Default

Pada saat yang sama silahkan membuka browser dan memutar

video pada youtube pada browser Mozilla Firefox Anda

* Youlube

\\\\

N \‘\
‘I

X OVE"RHEARD

at National

ENTIITITIIY] [enseeees
IH» oo

The Underground Forests In

Sumber gambar:

https://www.youtube.com/watch?v=0iyNTeHI6GE&ab channel=

NationalGeographic

Klik stop capturing packet atau CTRL+E atau kotak merah pada

aplikasi wireshark, saat data sudah mencapal 1000 packet
e B
mae RE QReo=TF L=

Ketikkan pada kotak display filter

QaaQH

“tcp.analysis.ack_lost_segment” lalu enter


https://www.youtube.com/watch?v=OiyNTeHI6GE&ab_channel=NationalGeographic
https://www.youtube.com/watch?v=OiyNTeHI6GE&ab_channel=NationalGeographic

rees - a x
file Edit View Go Capture Anahze Statistics Telephony Wireless Tools Help

dmi@® TRG ee==ZFLsI =Eaaan
W tcp.snalysis.ack_los_segment] [X] -]+
Ho. Time Source Destination Protocol  Length Info

Frame 4: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface \Device\NPF_{8971BCAB-759(C-4386-BO1E-F28349F79F24},
Ethernet II, Src: IntelCor_41:ec:b8 (cO:bd:83:41:ec:bB), Dst: Routerbo_8f:d5:9a (cd:ad:34:8f:d5:9a)

Internet Protocol Version 4, Src: 192.168.2.159, Dst: 34.107.221.82

Transmission Control Protocol, Src Port: 50439, Dst Port: 86, Seq: 304, Ack: 1238239898, Len: @

¢4 ad 34 8f d5 9a c@ b8 83 41 ec b3 88 00 45 BB 4 A
B8 28 8c 4d 49 00 83 @6 88 00 c@ a8 82 OF 22 6b (M@ -
dd 52 ¢5 07 68 50 54 18 Ba 04 67 64 44 96 5818 R PT gD P
fa o c3 1f 08 00

@ 7 ACKed segment that wasn't captured (commen at capture start): Label Packets: 1100 - Displayed: 3 (0.3%) ' Dropped: 0 (0.0%) | Profile: Default

5. KIlik menu Statistics, lalu klik capture file properties

M Wireshark - Capture File Properties - Wi-Fi — [m]
| Details
0s: 64-bit Windows 10 (21H2), build 22000

Application: Dumpcap (Wireshark) 3.6.5 (v3.6.5-0-g21f79ddbefbd)

Interfaces
Interface Dropped Capture filter  Link type Packet size limit
packets (snaplen)
Wi-Fi 0 (0.0%) none Ethernet 262144 bytes
Statistics
Measurement Captured Displayed Marked
Packets 1100 3(0.3%) —
Time span, s 24.570 2.150 —
Average pps 44.8 1.4 —
Average packet size, 643 155 —
| B
Bytes 707577 465 (0.1%) 0
Average bytes/s 28 k 216 —
Average bits/s 230k 1730 —

Capture file comments

] Refresh Save Comments Copy To Clipboard Help

6. Lakukan perhitungan sesuai dengan rumus



Berikut merupakan rumus dari packet loss :

1100 — 1097
Packet loss (%) = le[)[)

= 0.27% (pembulatan 0.3%)
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1)

2)

3)

4)

SOAL-SOAL

Selama praktikum, buka video streaming melalui
berbagai macam browser (minimal 2 browser),
protocol apa saja yang terlibat pada praktikum di

dalamnya. Jelaskan!

Hitung packet loss pada protocol-protokol yang

ada dapatkan saat praktikum!

Jelaskan pengaruh packet loss dalam pengiriman

data!

Jelaskan penyebab packet loss dalam pengiriman

data!
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JOB SHEET 4

Analisis QoS: Throughput pada
Wireshark

WORKSHOP REKAYASA TRAFIK

A. Pendahuluan

Quality of Service (QoS) atau kualitas layanan
merupakan metode pengukuran tentang seberapa baik jaringan
dan merupakan suatu usaha untuk mendefinisikan karakteristik
dan sifat dari satu servis. mengacu pada teknologi yang
mengelola lalu lintas data untuk mengurangi packet loss
(kehilangan paket), latency, dan jitter pada jaringan. QoS
mengontrol dan mengelola sumber daya jaringan dengan

menetapkan prioritas untuk tipe data tertentu pada jaringan.

Throughput merupakan kecepatan transfer data yang
berarti jumlah paket yang berhasil dikirim selama interval
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waktu tertentu. Berikut nilai standart throughput menurut

TIPHON.

Tabel 5.1 Standar Nilai throughput (TIPHON)

Kategori Besar throughput Indeks
(bps)

Sangat Bagus 100 4
Bagus 75 3
Sedang 50 2

Jelek <25 1

Rumus perhitungan throughput :

paket yang diterima

Th hput =
rougnpt lama pengamatan

B. Alat dan Bahan
Alat dan bahan yang dibutuhkan pada Praktikum ini adalah:
(1) Laptop/PCdengan spesifikasi
a. Windows 2000, XP Home, XP Pro, XP Tablet PC, XP
Media Center atau Server 2003 (XP Pro
direkomendasikan)
b. 32-bit Pentium or alike (direkomendasikan: 400MHz atau

lebih tinggi), 64-bit processors in WoW64 emulation



c. 128MB RAM memori sistem (direkomendasikan:
256MBytes atau lebih tinggi)
d. 60MB disk space yang tersedia (plus size of user's
capture files, e.g. 100MB extra)
e. 800*600 (1280*1024 atau direkomendasikan lebih tinggi)
resolusi minimal 256 colors
(2) aplikasi wireshark

(3) Jaringan Internet yang stabil
C. Langkah-Langkah

Hitunglah dan analisis pengaruh throughput pada pengiriman
data untuk video streaming melalui aplikasi wireshark!

Berikut merupakan langkah-langkah menghitung throughput
melalui software wireshark :
1. Pastikan laptop Anda mempunyai koneksi internet, ditunjukkan

dengan grafik pada aplikasi wireshark

|l The Wireshark Network Analyzer
File Edit View Go Capture Analyze Statistics Telephony T
Iy @ X&G R S=aeaeq

using ths fiter: [ Ente ure filt =] Alinterfaces shown ™

Learn
User's Guide * Wiki - Questions and Answers - Mailing Lists

You are running Wireshark 3.6.5 (v3.6.5-0-21f79ddbefbd). You receive automatic updates.

Ready to load or capture: No Packets Profile: Defautt

2. Pada saat yang sama silahkan membuka browser dan memutar
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video pada youtube pada browser Mozilla Firefox Anda

= » Youlube
')

VAT

A “\2‘
AN SR
‘ §V§ 3\

» N < \S '\\\ b
B\ h
. %

4
“t OVPRHEARD

t Na gral

M o

Sumber gambar:

https://www.youtube.com/watch?v=0iyNTeHI6GE&ab channel=

NationalGeographic

Klik stop capturing packet atau CTRL+E atau kotak merah pada

aplikasi wireshark, saat data sudah mencapai 1000 packet

mae R/ QRes=F & =

Q]|



https://www.youtube.com/watch?v=OiyNTeHI6GE&ab_channel=NationalGeographic
https://www.youtube.com/watch?v=OiyNTeHI6GE&ab_channel=NationalGeographic

4. Melihat hasil capture pada statistic pilih capture file properties

| CoreFieProperties  CulAbshRC 1 ,
Resolved Addresses IPv4 Statistics 4
Protocol Hierarchy IPv6 Statistics b
Conversations r
Endpoints _
Packet Lengths K]
I/O Graphs CK]
Service Response Time 3 YN,
DHCP (BOOTP) Statistics I
NetPerfMeter Statistics T3]
ONC-RPC Programs K]
29West r YN, .
ANCP [YN. .
BACnet , =
Collectd pF_(
DNS 8f:c
Flow Graph Len:
HART-IP
HPFEEDS
HTTP 2
HTTP2
Sametime
TCP Stream Graphs 4
UDP Multicast Streams

Reliable Server Pooling (RSerPool) 3 _p-

5. Berikut tampilan capture file properties

M \Wireshark - Capture File Properties - Wi-Fi - [m] x
| Details
Hardware: Intel(R) Core(TM) i5-10210U CPU @ 1.60GHz (with SSE4.2)
0s: 64-bit Windows 10 (21H2), build 22000
Application: Dumpcap (Wireshark) 3.6.5 (v3.6.5-0-g21f79ddbefbd)
Interfaces
Interface Dropped packets Capture filter Link type Packet size limit
(snaplen)
Wi-Fi 0 (0.0%) none Ethernet 262144 bytes
Statistics
Measurement Captured Displayed Marked
Packets 1100 1100 (100.0%) —
Time span, s 24.570 24.570 —
Average pps 44.8 44.8 -
Average packet size, B 643 643 —
Bytes 707577 707577 (100.0%) 0
Average bytes/s 28k 28k —
Average bits/s 230k 230k —

Capture file comments

Refresh Save Comments Close Copy To Clipboard Help
e e e 25 .23 e S S e 3 355 |



Berikut merupakan rumus dari throughput :

paket yang diterima

Th hput =
roughpt lama pengamatan
throughput = % = 28798,41 Bytes/s = 28,798 KBps

= 28,798 x 8 = 230,387 kbps (pembulatan 230 kbps)
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SOAL-SOAL

1) Hitung dan analisis throughput untuk video streaming pada

protocol yang berbeda! (Anda dapat menggunakan fitur display

filter pada wireshark!

rEE

File  Edit

View Go Copture Analyze  Statistics
am® DREG QR eowFEF

Telephony  Wireless  Taals

I = EQqen

Help

2) Apa saja yang mempengaruhi throughput dalam pengiriman data?

Jelaskan pengaruhnya!

3) Jelaskan makna warna-warna yang berbeda pada wireshark

Time
3484 21.200645

3486 21.200645
3487 21.200645
3488 21.200645
3489 21.200645
3490 21.200751
3517 21.231224
3621 21.375402

5678 29.069285
5679 29.157832

12 0.795830
15 1.120127
17 1.390197

.430251

28 2.249615

Source
172.217.194.154

172.217.194.154
172.217.194.154
74.125.200.149
74.125.68.119
.77.33.202
.77.33.202
195.65.202

3 .12
10.77.33.202
104.199.240.237

142.251.12.94
34.107.221.82
34.107.221.82
192.168.2.159

192.168.2.159

Destination
10.77.33.202

10.77.33.202
10.77.33.202
10.77.33.202
10.77.33.202
172.217.194.154
20.195.65.202

104.199.240.237
10.77.33.202

192.168.2.159
192.168.2.159
192.168.2.159
34.107.221.82

34.107.221.82

Protocol
Tcp
i3
TP
TCP

TLSv1.2

TP

Tce
Tce
TCcP

Length Info

60 443 » 54535 [ACK] Seq=5175 Ack=783 Win=i

60 443 » 54536 [ACK] Seq=5175 Ack=794 Win=¢
60 443 - 54536 [FIN, ACK] Seq=5175 Ac

60 443 » 54534 [ACK] Seq=5174 Ack=783 Win=t
60 443 + 54537 [ACK] Seq=5388 Ack=783 Win=t
54 54536 - 443 [ACK] Seq=794 Ack=5176 Win=!
92 Application Data
60 443 + 63521 [ACK] Seq=35 Ack=77 Win=501
60 3 @ [RST, At

65 60637 » 443 [PSH, ACK] Seq=1 Ack=1 Win=!
60 443 » 60637 [ACK] Seq=1 Ack=12 Win=16 L¢

60 80 -+ 50382 [ACK] Seq=1 Ack=2 Win=65535
60 80 -+ 50437 [SYN, ACK] Seq=0 Ack=1 Win=
60 80 + 50438 [SYN, ACK] Seq=@ Ack=1 Win=
54 50438 » 8@ [ACK] 3114283244
60 80 » 50438 14283246 Win=0

60 80 » 50439 [RST] = 239898 Win=@
66 50440 -+ 80 [SYN] S Win=64240 Len=0

54 50440 -+ 80 [ACK] Seg=1 Ack=1 Win=64240
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JOB SHEET 5

Analisis QoS: Delay pada Wireshark

WORKSHOP REKAYASA TRAFIK

A. Pendahuluan

Quality of Service (QoS) atau kualitas layanan
merupakan metode pengukuran tentang seberapa baik jaringan
dan merupakan suatu usaha untuk mendefinisikan karakteristik
dan sifat dari satu servis. mengacu pada teknologi yang
mengelola lalu lintas data untuk mengurangi packet loss
(kehilangan paket), latency, dan jitter pada jaringan. QoS
mengontrol dan mengelola sumber daya jaringan dengan

menetapkan prioritas untuk tipe data tertentu pada jaringan.

Delay (Latency) merupakan waktu yang dibutuhkan

data untuk menempuh jarak dari asal ke tujuan. Delay dapat
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dipengaruhi oleh jarak, media fisik, congesti atau juga waktu

proses yang lama.

Tabel 5.1 Standar Nilai delay (TIPHON)

Kategori Latensi Besar Delay (ms) Indeks

Sangat Bagus <150 ms 4
Bagus 150 ms s/d 300 ms 3
Sedang 300 ms s/d 450 ms 2

Jelek > 450 ms 1

Persamaan perhitungan Delay (Latency) :

Total Delay
Jumlah Paket

Delay rata — rata =

B. Alat dan Bahan
Alat dan bahan yang dibutuhkan pada Praktikum ini adalah:

(1) Laptop/PCdengan spesifikasi



a.  Windows 2000, XP Home, XP Pro, XP Tablet PC, XP
Media Center atau Server 2003 (XP Pro
direkomendasikan)

b. 32-bit Pentium or alike (direkomendasikan: 400MHz atau
lebih tinggi), 64-bit processors in WoW64 emulation

c. 128MB RAM memori sistem (direkomendasikan:
256MBytes atau lebih tinggi)

d. 60MB disk space yang tersedia (plus size of user's
capture files, e.g. 100MB extra)

e. 800*600 (1280*1024 atau direkomendasikan lebih tinggi)
resolusi minimal 256 colors

(2) aplikasi wireshark

(3) Jaringan Internet yang stabil

C. Langkah-Langkah
Hitunglah dan analisis pengaruh delay pada pengiriman data untuk
video streaming melalui aplikasi wireshark!
Pengukuran delay digunakan untuk mengetahui waktu yang
dibutuhkan data menempuh jarak dari source ke destination. Berikut
merupakan langkah-langkah menghitung delay rata — rata melalui

software wireshark :
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1. Membuka software wireshark

2.

54

Pilih menu capture > Interface, lalu pilih start untuk memulai

M Capturing from WieFi
Fle B4t View Go Coptwe Anshze Sutatics Tekphony Weeles Tooh Mep

Amae RE QesmTiTERQQD
Time: Source Destraton Protcsl  Leng®h Info
192.168.43.100 74.125.68.132 e 55 S0453 - 443 [KK] Seqel Ackel Wine257 Len=l [TCP segment of a.
2 0.096746 a55.255.255.255  woe 82 49667 + 1947 1
3 0.11014 T T s (kT Toved eed Vit Lo it e
40.783533 T 1454 50450 + 443 [ACK] Seqel Ackel Win=4107 Len=1400 [TCP segment -
s o735 T2 127 Asplication Data
€ 0.8 54443 + 58458 (ACK] Seqed ACKs1401 Mined63 Lened

7 0.830994 e 54 443 50450 (ACK] Seqel Ack=1474 Wines63 Len
8 0.850 TLSVI.2 1454 Application Data
9 0.8506% e 1454 443 = 50450 [ACK] Seqeldd) Acke1474 Mined6) Lene14ed [TCP seg-
10 0.850771 112.215.88.34 b 4 50450 + 443 [ACK] Seqei474 Acke2881 Wined)12 Lensd
55 bytes on wire (440 um), 55 bytes captured (440 bits) on interface _(AB685271-1. 2}, 14 0
Ethernet 11, Src: Azurewsy._ n-u 7 (40 126:41:97), Dst: Gaibf:ca:09:aa:f0 (6a:bf:cd:09:00:10)

Internet Protocol Version 192.168.43.100, Dst: 74.125.68.132
Transeission Control -m«el. sr< Port: 50453, Dst Port: 443, Seq: 1, Ac)

1, Len: 1

€abf cA 09 as 104091 3826419706004500 § § BAA €
Wil 0029141940 008006 ELcBCOMIEITd ) § a +d)
B0 448451501 bbcads IS S0 190 A I SO0 O F5ese
903 0101 7d 89 00 00 00 }

Ketika aplikasi sudah dijalankan, jalankan youtube pada

Anda. Lalu filter dengan ketikkan “tcp”

e
File Edt View Go Capture Analyze Statistics Telephony Wireless Tools Help

anc@ RRE ] &= t5=eqaqn

Tre Source Destnaton Protocal  Length Info

1143 16.761186  192.168.43.100 112.215.88.14 e 54 50450 + 443 [ACK] Sequ3073 Ack=1645817 Win=4112 Lensd

1144 16,781745  112.215.88.14 192.168.43.100 Tce 1454 443 = 50450 [ACK] $¢q=1645817 Ack=3073 Wined7 Len=1408 [TCP -
1145 192.168.43.100 TLSv1.2 239 Application Data

1146 1 112.215.88.14 e 54 50450 « 443 (ACK] Seqe3073 Ack=1647402 Wins4112 Lensd

147 74.125.68.119 o 55 50434 + 443 [ACK] Seq=1 Ack=1 Wine2056 Len=1 (TCP segment of .
1148 192.168.43.100 e 66 443 + 50434 [ACK] Seqel Acks2 Win=328 Lensd SLEsl SRE=2

156 m 168.43.100 74.125.130.132 e 55 50444 + 443 [ACK] Seq=l Ack=1 Wins257 Len=1 [TCP segment of a.
1151 130,132 192.168.43.100 P 66 443 + 50444 [ACK] Seqel Ack=2 Win=269 Len=0 SLE=l SRE=2

Frame 1153: 54 bytes on wire (432 nm), 54 hytes coptured (432 bits) on interface _(ABe85271-1 21 Y, 1d e
Ethernet 1I, Src: 6a: 05 :09:00:10), Dst: Azurewav_26:41:97 (40: A

Internet Protocol Version 4, Src: ns ss 221.77, Dst: 192.168.43.100

Transmission Control Protocol, Src Port: 443, Dst Port: 58426, Seq: 57, Ack: 2, Len: @

Melihat hasil capture pada statistic pilih summary.

laptop



B icrosoft \Device\NPF (308245 C5-FFBE.Z036-AZ83-ED3BAZAIBBAA] (Wireshark 123 (SVN Res 47350 from irank 1 81 =8 X
Fie Edt View Go Coptue Ansyue [SBMIGH] Telphony Tooks lmtemals Help

B = E X ey PE cacam aEm% B

Brotocal Hisrarchy

Fiter: | ip.addr== 192.168.1 143 B Comversations cession,.. Clesr Apply Save
Time Seurce 8 Endpoints Length Info o ~
62 79.089173013.107.43.12 Packet Lengths, 2 380 Mew Session Ticket, change cipher spec, wello Request, Hello Request
63 68.1.143 e 10 Gaph 1494 [TCP segment of a reassembled PDU]
L 2 399 Application Data

Comversation List » 1354 [TCP segment of a reassembled POU
56 79.0915810 192. 168. 1,143 Endoint it 5 144 [TCP segment of a reassembled Pou]
57 79.0916000 192, 168, 1,143 Bt . 1484 [TCP segment of a reassembled PoU]
58 79.0916750 197168, 1.143 — L EnD 1484 [TrP anamenr of a reasseshled poul E
© ANCP
¥ Frame 64: 399 bytes on wire BACnet » Jured (3192 bits) on interface 0
@ Ethernet II, src: 00:F4:8d:2 oo oL . Dst: Sc:92:5e:17:c7:ec (5c:92:5e:i7:cTiec)
 Internet Protocol Version 4, : 8.1.143), Dst: 13.107.43.12 (13.107.43.12)
# Transmission control protaco  Collectd. Dst port: hreps (443), seq: 1789, ack: 9067, Len: 345
@ [2 Reassembled TCP Segments Campare. 4 (345)]
o secure sockets Layer I Fiew Gragh
HART-P
HTTP ’
P Addresses...
® Destinations...

P Protocol Types.
ONC-RPC Programs

Sametime »
TCP Steamtraph »
UDP Multicast Stresms

WLAN Trafic

0000 S5c 92 5e 17 ¢7 ec 00 f4 &d 2d fe dé 08 00 45 00 E.
0010 01 81 cd df 40 00 B0 06 30 e9 c0 a8 01 Ef Od &b .k
0020 2b Oc 49 Ob 01 bb 3 7r 4 Fd 71 b3 0c 54 50 15 ié- .

99 bytes) Reassembled TCP (1785 bytes)

Ready to load or capture Packets: 321 Displayed: 317 Marked: 0 Dropped: 0 Profite: Defaut

5. Pada menu statistics terdapat hasil pengamatan. Cara menghitung
delay dengan melihat pada menu summary terdapat perhitungan
time span dalam satuan second dan packets. Time span atau
between first and last packets merupakan perhitungan dari lama
waktu yang digunakan dari paket awal hingga akhir sedangkan

packets adalah data yang terkirim.
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M Wireshark - Capture File Properties - praktikumQoS pcapng - m] *
Details
Hardware: Intel(R) Core(TM) i5-10210U CPU @ 1.60GHz (with SSE4.2)
0sS: 64-bit Windows 10 (21H2), build 22000
Application: Dumpcap (Wireshark) 3.6.5 (v3.6.5-0-g21f79ddbefbd)
Interfaces
Interface Dropped packets Capture filter Link type Packet size limit
(snaplen)
Wi-Fi 0 (0.0%) none Ethernet 262144 bytes
Statistics
Measurement Captured Displa Marked
Packets 1100 265 (2%.1%) -
Time span, s 24.570 24570 44— —
Average pps 44.8 10.8 -
Average packet size, B 643 113 -
Bytes 707577 29900 (4.2%) 0
Average bytes/s 28k 1216 -
Average bits/s 230k 9735 —

Capture file comments

Refresh Save Comments | Close Copy To Clipboard Help

Berikut merupakan rumus dari delay rata rata :

Total Delay
Jumlah Paket

Delay rata — rata =

24,570

T = 0,09272 s = 92,72 ms

Delay rata — rata =

Jadi hasil pengukuran dibandingkan dengan standart TIPHON

termasuk kategori sangat bagus



SOAL-SOAL

1) Hitung delay pada video streaming tertentu, analisis hasilnya
saat digunakan untuk 1 user (1 browser).

2) Pada saat yang bersamaan, buka video pada dua browser lain,
analisis delay yang dihasilkan bila dipengaruhi pertambahan
user.

3) Apa saja yang mempengaruhi delay dalam pengiriman data?

Jelaskan pengaruhnyal
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KESIMPULAN
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GLOSARIUM

Average bits/s: rata-rata kecepatan pengiriman data dalam
bits/s

Average bytes/s: rata-rata kecepatan pengiriman data dalam
bytes/s

Average packet size: Rata-rata ukuran paket data
Capture filter: pencarian data khusus (difilter)
Dropped packets: paket yang gagal dikirim
Packets: banyak paket data

Time span: waktu pengamatan

61



INDEKS

Quality of Service (QoS) 3:45, 4:59, 5:71
Packet Loss 3:45

Throughput 4:59

Delay 5:71
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